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Secrets lived in code
(2008)



Then came Heroku
(2009)



Procfile (2009)

1 Procfile X
1 Mleb: RAILS_ENV=production rails server

2 worker: RAILS_ENV=production script/delayed_job start
3

T master Procfile 33%



Foreman (2010)
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foreman(1) -- manage Procfile-based applications

SYNOPSIS

foreman start [process]

foreman export <var>format</var> [location]

DESCRIPTION

Foreman is a manager for Procfile-based applications. Its aim is to abstract away the details of the Procfile format, and allow you to either
run your application directly or export it to some other process management format.

RUNNING

foreman start is used to run your application directly from the command line.

If no additional parameters are passed, foreman will run one instance of each type of process defined in your Procfile.



The Rise of .env Files
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welve-Factor App (2011)
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THE TWELVE-FACTOR APP

I11. Config

Store config in the environment

An app’s config is everything that is likely to vary between deploys (staging, production, developer environments, etc). This

includes:

e Resource handles to the database, Memcached, and other backing services




Dotenv is Born (2012)

1] 13 files changed +188 -0 lines changed ™ Top Q Search within code

Vv 1lib/dotenv/environment.rb I'_D +22 00888

e@ -90,0 +1,22 @@
+ module Dotenv
+ class Environment < Hash
- def initialize(filename)
4 @filename = filename
load

end

def load
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read.each do |line|

self[$1] = $2 if 1line =~ /\A([\w_1+)=(.x)\z/

end

end
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Ruby to Node (2013)

2013: phpdotenv
2013: python-dotenv
2013: dotenv (nodejs)
2013: godotenv

2013: dotenv_elixir
2014: dotenv-rs
2014: docker-compose
2017: dotenv.net
2017: dotenv-kotlin
2020: dotenv-java
2021: swift-dotenv


http://dotenv.net

Small Code, Big Reach
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Present Day - Rethinking .env



Three Problems

e |nconsistency across platforms
e Juggling multiple environments

e Leaking your .env file



Three Solutions

e Make it run the same everywhere
e Add first-class support for multiple environments

e Encrypt your .env files to counteract leaks



Introducing dotenvx

o dotenvx.com

Features Pro

dotenv. better.

a better dotenv—from the creator of © dotenv * 19.7

curl -fsS https://dotenvx.sh | sh (g

curl brew Documentation

O GitHub Trending

Read the Whitepaper




Run Anywhere

o000 [] v (< () github.com/dotenvx/dotenvx/blob/main/RE @ 2 +
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Run Anywhere

e Vv Ruby \W7

$ echo "HELLO=World" > .env
$ echo 'puts "Hello #{ENV["HELLO"I}"' > index.rb

$ dotenvx run —— ruby index.rb
Hello World

see extended ruby guide
e » Go (3
e » Rust %2

e » Java =




demo: dotenvx run --



Run Anywhere

Consistency

110
+

000 ({] < = dotenvx.com/spec/

Docs Features Pro -0- O

Spec

Dotenv Spec

A formal comparison of dotenv parsing behavior across major libraries, languages, and
frameworks.

dotenvx docker docker-compose npm@dotenv n

Pass Rate 13%
101_BASIC
102_EMPTY

T03_MACHINE



Multiple Environments

o000 ([{] v (< () github.com/dotenvx/dotenvx/blob/main/RE. @ 2 +

Y ¥ main + dotenvx / README.md

| Preview | Code Blame

Multiple Environments
Create a .env.production file and use -f toload it. It's straightforward, yet flexible.

$ echo "HELLO=production" > .env.production
$ echo "console.log('Hello ' + process.env.HELLO)" > index.js

$ dotenvx run -f .env.production —-- node index.js
[dotenvx@1l.X.X] injecting env (1) from .env.production

Hello production
>I\I\

More examples
* » multiple “.env’ files

e » "—-overload" flag




demo: dotenvx run -f .env.production --



Prevent leaks

Encryption
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Encryption

Add encryption to your .env files with a single command. Use dotenvx encrypt .

$ dotenvx encrypt
v encrypted (.env)

vim .env ~/C/d/p/app — vim

[DOTENV_PUBLIC_KEY]
public-key encryption for .env files
[how it works] (https://dotenvx.com/encryption)

DOTENV_PUBLIC_KEY="03f8b376234c4£2f0445£392a12e80£3a84b4h0d1e0c3df85c4

i Database configuration
DB_HOST="encrypted: BNr24F4viN9CQ37L0XeRgOL6Q1lwtIfA0AVXtSdSEpicPDHtqo/Q2




demo: dotenvx encrypt



Additional Benefits

e Support for write-only access
e Set a single environment variable on your infra

e PR Reviews for secrets



Additional Features

ext gitignore
ext precommit
ext prebuild
get

built-in debugging and help



Go Deeper

av dotenvx.com

Read the Whitepaper

Dotenvx: Reducing Secrets Risk with Cryptographic

Separation

Abstract. An ideal secrets solution would not only centralize
secrets but also contain the fallout of a breach. While secrets
managers offer centralized storage and distribution, their design
creates a large blast radius, risking exposure of thousands or even
millions of secrets. We propose a solution that reduces the blast
radius by splitting secrets management into two distinct
components: an encrypted secrets file and a separate decryption
key.

Read the Whitepaper

Dotenvx: Reducing Secrets Risk with Cryptographic
Separation




Thank you.

dotenvx.com



http://dotenvx.com

Sources

® Apr 24,2019. Heroku Launches. https://blog.heroku.com/commercial_launch

® May 16,2010. First Foreman commit. https://github.com/ddollar/foreman/commit/

2dbd3ebbeb5f5a45ee3b236735130beaedc436bb2

® May 13,201 1..env file introduced to Foreman. https://github.com/ddollar/foreman/issues/ |7, https://github.com/
ddollar/foreman/commit/9193a675a3e53739f412d4e493ab74594d | e82 6c#diff-
d3b801ad9a2c2e0606e87eadd |12d18b740274ba85bd0354a6ff749245e4d | deeR204

® Jun 03,201 . Twelve-Factor App is written. https://github.com/adamwiggins/ | 2factor/commit/

2b06e7deabb64bb759f9fc6f4d9bbfcc54692 | bb

® Jul 23,2012. dotenv ruby is born. https://github.com/bkeepers/dotenv/commit/
c3568a06b341fl 82bd4e8b0dée58a594cac/966#diff-
b335630551682c19a78 | afebcf4d07bf978fb | f8ac04c6bf87428ed5106870f5R5

® |an 22,2013. phpdotenv is born. https://github.com/vlucas/phpdotenv/commits/master/?
after=20d6a | bdfd62910da28b447b2ccb39ac542e96b2+570

® Jun 13,2013. python-dotenv is born. https://github.com/theskumar/python-dotenv/commit/
5fc02b7303e8854243970e12564f2433da7alf7f

® Jul 5,2013. dotenv node is born. https://github.com/motdotla/dotenv/commit/

/1dabbf27b699fcb/72a04714709cecfc6e78892b9
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Sources continued

® Jul,2013. godotenv is born. https://github.com/joho/godotenv/commit/973cf53008332ef58d44121143d3ef29758c3352

® Dec 03,2013. dotenv_elixir is born. https://github.com/avdi/dotenv_ elixir/commit/

9a9d6 | ae4e449dc5f4fb414bd189183e339d7210

® Oct 23,2014. dotenv-rs is born. https://github.com/dotenv-rs/dotenv/commit/

47570b116e1b9653be66861191152e7ad0a9078a

® Dec 09,2014. docker-compose. https://github.com/docker/compose/pull/665

® Nov 21,2017. dotenv.net is born. https://github.com/bolorundurowb/dotenv.net/commit/

67714bc462940082a6726323bf03 19ad9e03c6d9

® Nov 25,2017. dotenv-kotlin is born. https://github.com/cdimascio/dotenv-kotlin/commit/

429a5172a8bc | 13818cf8687cbal 5bd4244d9d35

® Sep 18,2020. dotenv-java is born. https://github.com/cdimascio/dotenv-java/commit/

4057ealc1d930d74b5282f48d68332d517eca/18

® Oct 17,2021. swift-dotenv is born. https://github.com/thebarndog/swift-dotenv/commits/develop/?
after=bed533|5bc88e8e9d3a7eabb2b9440c6e9c7aa51+100
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